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THEQA Project

IS @ comprehensive national framework
for Thega Digital Services, established in accordance
with the Electronic Transactions Law issued by Royal
Decree No. (39/2025) in the Sultanate of Oman.

The project represents the latest evolution of electronic
authentication services provided by the Oman National
CERT under the Ministry of Transport, Communications,
and Information Technology, In Lline with the
requirements of digital transformation and the
enhancement of trust in electronic transactions.

Theqa digital services enable users to securely and
reliably verify their digital identity when applying for
electronic services, without the need for in-person
visits to the service provider. They also allow for
electronic signing of official documents and
transactions with full legal validity in accordance with
the applicable regulations.
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How can | access THEQA Digital
Services?

You can access Digital Services
through:

v

National ID card or
Residence Card

v’

Digital identity via
the THEQA mobile
application
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What is THEQA Digital Identity?

It 1s a secure digital identity that can be
obtained through the THEQA mobile application
and used for the following purposes:

I4 \—I
I_\ A

A digital civil ID used
to verify the identity
of its holder.

@

Secure authentication
and access to
electronic services.

Certified electronic
signature for
transactions,

documents, and
electronic records.
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What are the benefits of Digital
Identity “THEQA"?

Obtaining THEQA Digital Identity provides the
following benefits:

No need to use SIM cards

&> &
Verify your digital identity Full protection of your

without the need to visit a personal data

service center

ﬂ%

Ability to verify Ability to electronically sign
electronically signed official documents, with legal

documents and prevent recognition equivalent to

tampering handwritten signatures

e

o

Saving time, Access electronic services

effort, and cost anytime and from anywhere
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Activating THEQA
Digital Identity
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Activating THEQA Digital Identity

Before starting the activation of the digital
identity on your mobile device, ensure the
following:

Validity of the
national ID card

Enable Near Field
Communication (NFC)
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Registration

Introduction

When registering through the application, the user is granted a
medium verification level, enabling the following:

® Obtaining a digital identity
® Using the digital identity to log in to the service provider's website

Download the HEOA da

Information Technology Authority

application from 1T

™
the relevant

store under the 3.4 4+ No57 2]

' & & & khxe Years Old Utilities Information

n a m e “T H E QA" Theqa is your secure digital identity to access, sign,

and verify across Oman's eServices.
Thega | 445 is the official mobile digital identity = more

Information Technology Authority - ITA

>> . '5. Developer
- [, Y
ir g

Google Play

Ratings & Reviews See All

3 4 vk k ok
*okkk cE—
" TR *hkhk e
. =i : el . - . *: E—

@ ey outof 5 15 Ratings

Apple Store

App Gallery
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After downloading,

the following screen

wibhgll jayoll

will appear el e 5
Tap Get Started —

THEQR

Three screens
highlighting the features of the THEQA
application will be displayed

Tap Next —

11:01 " (

7 7

L= L=
&~ -~ -~
1 1

THEQR THEQR

THEQA app allows you to authenticate with THEQA app allows you to digitally sign
various E-Services
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Select the first option:

Registration

r

Registration i
Through your Mobile Phone Registration

Through your Mobile Phone

Then tap Get Started

Through THEQA self service or by
visiting MTCIT

[GET STARTED |-

L

Select the option:
Scan the Card

Registration

Scan ID Back Side

/RN
77 V)
] (]
NS,
S——

s DL E W oEeTY 8
. - e - -

- - - -

Please position the back side of your Civli ID card

towards the camera, ensuring the card is clearly

visible. Hold the card steady until the scanning is
complete.
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Place the card on the
back of the mobile
device

The data will be read
from the card

dlad dibolw
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.

Registration

Instructions for using the NFC feature

o

n)

Place your Civil ID behind the phone, either on
the upper or middle side, depending on your
phone model.

Keep moving your Civil ID slowly until the app
starts detecting the card.

In case the app failed to read the card, try

removing the phone's cover and try again.

If you have attempted all the steps mentioned

Q) Read Civil ID Card

:

X Cancel j

J

Ready to Scan

Put your Civil ID in the upper part behind

the iPhone to start scanning

Cancel
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Enter your email
address and -

Contact Details
p o n e n u I I l e I Please provide your contact details to continue

then tap Continue | |

@I hereby confirm that all my entered data
is correct

Terms and Conditions

@I accept all Terms and Conditions

Note: From the same
Screen' you Can tap % | have read all the above terms and conditions
“Terms and Conditions”
to review them

After reviewing all
instructions, tap

Look at the camera as instructed to complete facial

dd Co nt i n u e (] to Sta rt ) recognition and identity verification i

the face recognition
process for identity
verification

Follow the steps below:

e Make sure that you are in a moderately lit
place and remove away any light in the
background or directed at the face

e Take of your glasses and anything covering
your face partially or totally

e Click ‘Continu€’ to begin liveness detection

.

X Cancel
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The system will match
the facial image with

the individual's photo egivalo
recorded in the Civil
Status Database

If a successful match
Is confirmed, the
system will send a
one-time verification
code to the registered
mobile number

Enter the one-time Ve
verification code sent |:u i,
to your mobile

number, then tap

Continue

al010/0]010

01:49

Cancel iE
G
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Enter your PIN

You can enable login Enter PIN
using fingerprint or facial | e
recognition. A notification E B
will automatically appear
to activate biometric
authentication after
completing registration

When you open the ikl
application’s home
screen, you will be able
to see that your
verification level is
Medium

Verification Level: Medium

[ (@ Home

[ Verify a Mobile 1D

[ {@} Setting & Security

[ @ Upgrade Identity

[ =v Terms & Conditions

[ (J» LogOut

App Version - 1.0.3
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Steps to Upgrade to the High Verification Level

To use your Digital Identity for electronic signing,
you must upgrade your identity to a higher level by
following the steps below.

Open the THEQA
application

Then log in using your
PIN, fingerprint, or facial
recognition

From the menu, tap
“Upgrade THEQA”

Note: The upgrade
Process requires access
to the Self-Service Portal

Self-Service Portal: A portal o
through which users can (@ veatvamoster
manage their digital identity @ setigaseary

https://thega.mtcit.gov.om/
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Open the Self-Service Portal

Click “I am a Resident / Citizen”

Information Technology

https://theqa.mtcit.gov.om/

ae Py -~ ol Lapall
[ ‘@ @Sﬂhlilul\dnw
EQR Oman National CERT

Digital Identity
Self Service Portal (THEQA)

Welcome to the MTCIT Self-Service
(THEQA)

access cutting-edge Digital Identity
technology right at your fingerfips.

Copyright © 2025 - Self-Service Portal (THEQA) - v4.9.1

| _AGEY

Choose your Option

Do

Resident /Citizen

I am a Resident/Citizen e

ﬁ
/

Non Resident/Investor

MTC-MOBILE 2
Internet access

Select the appropriate login method using the

national ID card or the digital identity via the

THEQA application

Strong Authentication Service (THEQA)

Choose your authentication method

= W

Civil ID Card Mobile ID

The Civil ID Card option allows The Mobile ID option allows
authenticate using an Oman civil authenticate by scanning a QR
ID card reader.... i

©

\_

Choose Service Option

~

. *

Manage Mobile ID Manage e-Token

With Manage Mobile ID, you can Using Manag
stop or enable your Mobile ID, login
, and
more.

©

X

J

Select Manage Mobile ID
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Select Upgrade My Mobile ID

ool 5ol
Ailogl=oll Aol
Oman National CERT

Manage Mobile ID

)

e S g

Temporary stop Unpair Mobile Id Upgrade My
my Mobile ID Device Mobile ID

Stop Mobile 1D for a specific Unpair device from Mobile 1d Your Mobile 1D will be
period of time... platform... upgraded with new features....

] © ]
\_k

Issue Mobile d *

e U 1

I D Pin Unlock (-) Renew
-

*kk

. J

Select your device identity based on the serial
number

Click Continue

Upgrade Mobile Id

Select Credential QR Scan Upgrade in Progress Finish

Select Credential

. android - 40959a98-b9cc-4699-b97b-
90382fd67219

r

T h e n C l i C k Co n f i rm Are you surt:;;o:lwant to |.]|c!)gra*de the se:ecfed Mobile
to proceed
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Scan the QR code via the THEQA application

Upgrade Mobile Id

Select Credential QR Scan Upgrade in Progress Finish

Oman
Mobile ID Scan this QR code

b4 04:56

(1) Open Mobile ID app on your mobile phone

(2) Open side menu

( From the side menu, select 'Upgrade Identity’
) Capture the generated QR code on screen

) Continue the process on your mobile phone

Upgrade Identity

Follow the registration instructions at MTCIT
Service Center and scan the registration QR code
that will be presented to you

IWSAFSLEAIOROFR
UPGIaae Moo Ao

X Cancel
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Upgrade process started

f
Upgrade Mobile Id

Select Credential QR Scan Upgrade in Progress Finish

Preparing the request, Please Wait...
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Follow the instructions —

pgrade laentity
and click the Continue ookt e cameraas ptcted o compete i
button

REGe -

“—

+ Make sure that you are in a moderately lit place
and remove away any light in the background or
directed at the face

+ Take of your glasses and anything covering your
face partially or totally

+ Click 'continue’ to begin liveness detection

Facial scanning will
be performed for
verification; click
Continue

If the verification is
unsuccessful, the
process will be
repeated
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Enter the verification —

COd e se nt to you r “""e"‘me.‘S‘I’Sil“;"éﬂt';??fg%'é\z%;’fi?i?&‘ﬁ?!éﬁi?ﬁi?
registered mobile
number, then click

Continue

Q0010018

01:51

Read the Terms and
Conditions, then click

Upgrade |dentity Terms and Conditions

Continue after
agreeing to them

| have read all the above terms and conditions

| accept all the above terms and conditions
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Click the side menu to verify that the verification
level has become High

Click Authentication and Signature; the Signature
Requests option will appear

1235 5e@ -

Requests

o= Authenticatio
"=
n

Verification Level: High

[ (@ Home

©) Verify aMobile ID
[ . i No authentication requests

[ @ Setting & Security

[ =v Terms & Conditions

( (» LogOut

=] ]
- IEH

SCANQR

@

App Version - 1.0.3

You can now use your digital identity
to electronically sign documents!
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Uses of the Digital Identity

|ldentity Verification for Login (Authentication)

After registering in the THEQA application and obtaining a digital
identity with at least a medium verification level, you can log In
using the digital identity via the THEQA application

This can be done through two options: push notifications or QR
code scanning

Example of logging in to the Nagl platform using
the digital identity via the THEQA application

Click the Unified Login Portal

ot i S 154 Solas . ]
mm% anl A gw.;B Call Center: 22650650 Home About Us Complaints

‘® Call Center Number has been changed to be 22650650.

Welcome to naql

| The National Digital Platform for Transport Services

Service delivery has been updated for: Issuance of an operating card, Registration of a taxi plate,
® Transferofa icle operating card, and Issuance of an exceptional load permit. These services are
Unified Portal; submitting a request requires a personal ID card reader.

All individuals and companies operating in the road transport sector must obtain a Vehicle Operating
' Card in accordance with the executive regulation of the Land Transport Law issued by Ministerial
Decision No. 2/2018 to avoid violations and administrative penalties.

23
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Select the digital identity to log in to
the platform via the THEQA

application
Strong Authentication Service (THEQA)

Choose your authentication method

r

= ‘ e srsenia ot

asking you to authenticate

Civil ID Card Mobile ID

The Civil ID Card option allows The Mobile 1D option allows
authenticate using an Oman civil authenticate by scanning a QR
1D card reader.... code or notification...

© ©

Option 1: QR Code

r

Choose Service Option

( )

% E

QR Code Push Notification

The QR code option allows The push notification option
authenticate by scanning a QR allows login using push
code... notifications...

& ©

—

Scan this QR code

Auth Code

g Remaining Time: 01:56s
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Open the THEQA application, select Authentication
and Signature, then choose Scan QR and scan the
QR code from the Naql platform

8= Authentication Requests Authentication Request

Requesting Service Provider

NAQL

Service/Request Description
Strong authentication service(Thega)

Request Time

24/11/2025 14:12

/_
Purpose of Authentication
Authentication request for NAQL Servi
No authentication requests Provider

| confirm accepting the mentioned purpose of ()

authentication
S

s ™
Service Provider (NAQL) is requesting to retrieve some

of your civil ID information. Tap here for more details

.. AN

Decline

Authenticate Authenticate
1 & Sign 19 & Sign

An authentication request from
the Naql platform will appear

Select Approve Authentication
and agree to share your personal

Verification Code

Return to the Nagl platform and e i

S

data, then tap Authenticate

select the correct verification
code displayed on the THEQA
application
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Enter your digital identity PIN

tO Complete the aUthentication Authentication Request

Enter PIN to complete Authentication

process

[ X Cancel ]

Authenticate
1 & Sign

)

The authentication process
has been completed

You have Authenticated Successfully
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A consent form for the use of your personal data will
appear on the Naql platform

Click Agree to complete the login process

4 QR 30y aladiuwl dgall o Gasll

Sbiledl dallas le dadlgall 354

«lidélge pyaiy oLl Cilagleall daslye (253 daliall Jid clinagas )adi o=
WJii dunio po lgiSHldie piuw LIl Skl
Sloadl clgiil pnli || jloal p8y | A8lal Glualuill p8yll | dSladidlls | Goall Al GisdllGall | Gayall JolSil pasdl || il JolSll gl || Al clgii] 2l isall eyl

Sl 8yess pBy | ayally JudSll || il JuaSl | Blagl Zuyls | Syeilill clgmil sl | Adudbgll | pilall Glgisll | dsminll | Gapally puindl | il puindl || Syguall | sdsall i

: . A yLiuall yas
s
vaunSe peag GOloas RA]

The authentication and login process has been
completed successfully

You will be automatically redirected to the Naql
platform’s home page

Strong Authentication Service (THEQA)

Authenticate with Mobile ID Push Notification

Success

Authentication successfully completed

g Redirect you back after 00:03s

Redirect Now
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Login via Push Notifications

Select Push Notifications

Mobile ID

Choose Service Option

( )

‘ one‘ ‘ /r‘\\

QR Code Push Notification

The push notification option
allows login using push
notifications...

k°k

E nter your CiVil. Strong Authentication Service (THEQA)

num be I t h en Authentication through THEQA Mobile
Clle Send Enter your Civil ID Number

Civil ID Number

J
Strong Authentication Service (THEQA)

A ve ri fi Cat i O n COd e Authentication through THEQA Mobile

Open THEQA App and enter the number shown

will appear via the here
THEQA application 28

Auth Code

g Remaining Time: 01:57s
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You will receive an authentication notification on
the THEQA application

Tap the authentication request received from the
Naql platform

Then select the correct verification code

Enter your digital identity PIN to complete the
authentication process

Authentication Request

Enter PIN to com plete Authentication

[ )

You have Authenticated Successfully
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A consent notice for the use of your personal
data will appear on the Nagl platform

Click Agree to complete the login process

f Authenticate with QR Code

15 .
15¢| Data Sharing Consent
We value your privacy. Before proceeding, please review the information below and provide your consent.

Data to be shared with NAQL:

Civil Number  Card Expiry Date = English Full Name  Arabic Full N\ame | English Title  Arabic Title  Card Status  Card serial Number = Passport Number
Passport expiry Date = Birth date  Photo  English Gender @ Arabic Gender Nationality (code only) = Address = Job title (for residents only ) =~ Visa Expiry Date

Date of Death  Sponsor (English) = Sponsor (Arabic) = Visa Number (for Visitor)

Purpose of sharing:
I Consent I Do Not Consent
To provide personalized services and support.

The authentication and login process has been
completed successfully

You will be automatically redirected to the home
page

Strong Authentication Service (THEQA)

Authenticate with Mobile ID Push Notification

Success

Authentication successfully completed

E Redirect you back after 00:03s

Redirect Now
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Frequently Asked
Questions

31
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What is CTA?

A program that acts as an

iIntermediary, allowing
websites to use the national
ID card for secure login or
identity verification.

When logging in using the national ID card for the first
time, you will be prompted to download and install
the program, as shown in the image

Authenticate with Civil ID Card

The Identity Reader is not functioning correctly. Either it is not installed or it is not running.
Please select one of the options.

Identity Reader has not been installed on my system. =
. . Download Identity Reader @
Please download and install the Identity Reader on your system.

Yes, Identity Reader has been installed on my system.

Please run the Identity Reader application on your system.

Strong Authentication Service (THEQA)

Choose your authentication method

I

Civil ID Card Mobile ID

THEQA Self Service Portal is Y
asking you to authenticate

Open File - Security Warning

The publisher could not be verified. Are you sure you want to run this
software?

. ' Name: CA\Users\mtc506\Downloads\CTA-V1.4.14 (1).exe

Publisher: Unknown Publisher
Type: Application
From: C\Users\mtc506\Downloads\CTA-V1.4.14 (1).exe

Cancel

Always ask before opening this file

% This file does not have a valid digital signature that verifies its

publisher. You should only run software from publishers you trust.
How can | decide what software to run?
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Make sure that CTA is enabled before
logging in using the national ID card

What is NFC?

NFC (Near Field Communication) is a
short-range wireless communication
technology that enables data exchange
between two electronic devices or
between a device and a smart card
when they are brought within a few
centimeters of each other.

This technology is used for electronic
payments, fast data exchange,
connecting smart devices, and identity
verification

It is secure, fast, and does not require
complex configuration settings

33
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How can | enable or use NFC
on my device?

Most modern smartphones have NFC
enabled by default. If it is not enabled, follow
the steps below:

1 Open Settings on your device

2 Select Connections or Connectivity &
Sharing (the name may vary depending
on the device)

3 Enable NFC or Near Field Communication

4 When using NFC, hold the device close to
the reader or the other device within a
few centimeters

5 A message or notification will appear to
confirm the connection or completion of
the process

Note

¢ Make sure that your device supports NFC
technology

¢ If the option does not appear in the settings,
the device may not support this feature
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How can | change my digital
identity PIN if | forget it?

You can easily change or reset your
PIN through the THEQA application
by following these steps:

1 From the side menu, select Settings and
Security

2 To change the PIN, tap Change PIN

3 If you have forgotten your PIN, select
Reset PIN

4 Then follow the instructions to complete
the process




+968 80077777

E Thega@mtcit.gov.om
https://thega.mtcit.gov.om/
https://tajawob.om/

https://cert.gov.om/

OmanCERT oman_cert
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